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(Flage and Aven, 2015) (International Risk Governance Council, 2011)
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1 MIAIAH =~ (World Economic Forum)
> ARO|H 2| (cyberthreat) Z=&|/7| 22| 7HX| U= Atitof| Fet2 7L EM SFEHLE A2t A0S
RFUSE &AM AHH MH JHs S (Probable loss event that materializes when a cyberthreat affects an

asset of value and results in a material impact on an organization)

v dH3} Mo|H 2| A3 (Informational cyber risk) : HIO|E =& CIX|E HEO| & E&= It 2|A3
v QIX|H AtO|H 2|23 (Cognitive cyber risk) : AtO|H S 7t 74Q1 = TEHO| X[ 4] 71X, 2 Z, 1Al SOl g&S

TSt 2[23

Biener, Eling and Wirfs (2015)

> ZE U FE ALHE Yo 7|2, 78 e A E0| 28X Sghs eidcts (BRI 22))
=29 /A3 (Operational risks to information and technology assets that have consequences
affecting the confidentiality, availability or integrity of information or information systems)
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Atngd Tt o 2|23 &¢I Autgd
. A|AH ORE/QR - X - T/t 54 - MERA
« OO|f EohA Y - A" T|E A . AO|H RHEZZF - OOl &4
- OOl S&/7tE&d Mo - WE Z=M2 Ao . SAHPE o HEZ/AHY
. oto|X 3| . QEAHA « SHE|H|AE (Hacktivists) < THARNO| EE= ALO|H A 23

. YExt

AABERE

A = MEEE/HEE £ e
=2 At Ofs) S

Zeller and Scherer (2022)

70 At (Idiosyncratic events) A AR AL (Systemic events)
34849 ol & &t 34749 o &Z 1t
LEEE BX GOl e Jf= Uaof ol FHSIe oy S22 AfH|
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AL S X HA ClEA/ IT A2 0|%ts SO o HHAN 34 SERE MH[A ST
Mol 34 o5t I ER A Tl o5t 2 E0l(of,
AN A2 E o))
Ho/AZ|/2F & LE WHEXRLLIE  Ze[AAZ0 oot JEoUHE0 34 SRE Y EH FQ
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v 2|23 292l(Risk factor) : C|A[E Hgt U AO|H F7t o @& SHAtHS HoIS 24 = A= MELQ
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2 2Fe|A3 2E|MA 74 X =ES 21T % action plan OFEL| ECH M| S
3 o ABE OIS O
S (LH=F) (|22 o8 o8 LAERFHE vdE
o = 7iX| Al 2|A3T
3-47rx|$|°=+.$rcg 3-67HX| Ha Bl
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APO[EH 2] A3 2 fj|o|Ef

PN

Q| = Hf|o|E

(External data)

P

-

TER: 1=

(Internal data)

AtO[H 2| A3 =4I| O|E{H| 0] A

a4 Cl|O|E{H| O] 2(F ) HEAO|=
248 Advisen ©£120,000
H|Y¥2|7|2  Privacy Rights Clearinghouse 29,000
J4eE Cowbell Cyber k22,000

Yt 2F2| A3 &4 0| EHo] A
79 IO E{H[O] 2 X EHaEd MEA0|=
ORX-GBD ORX €20,000 525,395 (20167 | &)
DIPO O|gz[of 2 Atz €5,000 -
DakOR SU3S 2o - -
o DSGV S2XF 2 - -
#4 T ° GO AT oo It - -
Al OLDSCD Oj=23 A3l - -
Cordex =23 gt - -
HuUnOR ote| 2 ALt HUF50,000 24,000 (20097|%)
. ORX-GID ORX - -
ORIC Y Ay £10,000 k2,000 (20097 |=)
Algo FIRST  IBM $imilion 214,500 (20167 |)
Algo OpData  IBM $1imilion  2f14,000 (20177 )
R SASOpRisk  SAS $100,000 238,000 (20217|F)
WTW Willis Towers Watson - -
OpBase Aon - -
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(External data)

LY &2 gj| o] Ef
(Internal data)

Inside-out Data

S|ARS| L E I 317, B LT 2 T3 A S AFSY, oM
T T 8 e @uY S dlaol Aol BolhEg
| Z

HMub™ o 2 mporot 4 k= (Digital footprint data)

Outside-in Data

HES3 Eci H0|H AI'("'EHJ’S Crefet K|

ATEQO MX))> HEYI AZFE oot K2

7t W HEX I 33 Y (network supply chain) O &
s, ot M _LEE§9| EfjT 2 Ot Jts
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1) Firmographics
. “H%(Revenue);f -i';-(lndustry)7|- 7|49

Revenue ALOIH 2[|A 3 ALK (Risk exposure) S
A%d%l= F8 Ro..'

Employee Count - =2 BR 2Ate| 2 E EHESH=
7| 25¢l ol X*EOIXI':.'J Xl ~(Employee
count)2 CHM|Z[ 7| = &

Industry

o X9 QK= FR 7|HIA| & (Crltlcal
|nfrastructure)_°_| $IX S 4SH o
2} AO|H 2|AT AAZHE 72175;6%

Geographic Location(s) Qoo k23t

- EDH 7199 %EH(XI-’F-il*h AEA )0
Company Hierarchy 2 AFO|H 2|A 39l 22| &l HIERA
QZTE K07} EXE + UG

= T MO

Source : Guy Carpenter
« 0|24} Firmographics H|O|E{ = 7| Y |
MNFHE, 0|0 S 55 Sl X
AHIO|EZ Eas

Jb

Ho=z

rPoOsSTECH
© Kwangmin Jung (POSTECH)



AIRM 71210] AO|H| 2|AS Ba| Hoko] Bt TE
RESEARCH GROUP
AlO|H 2|A3 T}

Plaintiff
Consumer S Area lifestyle

ratings

1) Firmographics

attorney ad
spending

BV
el Employee Attorney Alcohol & drug
E G U I D E W I R E ratings prevalence dependency
Social media . Id poverty
. ing patterns
R INPUT v Name v Address sentiment rate
Local

behaviors

Hours of sentiment: Healthcare

. . operation business accessibility
Operating Hours Plaintiff Attorney Ad Spend P r ed | C t | V e friendliness
Customer Ratings Attorney Prevalence
Website Traffic Litigation Keyword Click Rate H - Neighborhood
Web Sophistication Leial i Fankings R IS k Fac t ors Web marketing sentiment: Healthcare cost
Vehicle Fleet & Mileage Search Engine Activity sophistication index

racial equality

Neighborhood
Web sentiment: Property-to-
reputability workplace income ratio

Web front Regional Proximity to
complexity urgent care

Guidewire Analytics for General Liability

Pattern
Matching

Behavioral
Analysis

Machine

Learning Processing

Prior Violations Lifestyle (smoking, obesity)
Back Wages Owed Social Vulnerability
OSHA Inspections Youth Poverty fire station

Vehicle Accidents
Fines and Penalties

OUTPUT v Risk Score v Peer Comparison

¥ 100+ Risk Factors

Prior wage
practice Property crime
violations

Healthcare Affordability Proximity to

police station

Proximity to
hazardous
chemicals

... and 170 more
engagement

Prior safety Auto vehicle

inspections theft

L]
I
]
1
1
1
1
1
Crime !
1
]
1
]
1
]
1
1
4

¥ Referral/Decline

v Pricing
USAGE ¥ Risk Selection v Prefill Prior fines and

v Agent Segmentation i

POSTELH Source : Cyence
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2) Risk metrics & Threat intelligence

X" Insurance
Reinsurance

Cyber Health Score oo [

'ﬂ?" by Cybes Soone E-‘E, Ermall Security Sefup

Peer Comparisen \ Carir
1] L ture
Licews it Satiip
Fres [ g i a S yCF@
3{5 B 16% oud s v risk and use of public cloud / storag
Rink
R, il sar iry pers have 3 bovwer cyleer sk thae venr GREanLIaTIon - p— ) -
Endp Juulnerab s implemented

P
TEr Webshe Presesds i WEDRIE Pl nnm e ':'\E Earernal Harark Foopong ur: METa el Trafel Endrypton MR
(type and vo of data)
i \ / . - : \
Hisk Performance P @rind Bl iyl s
Fars Fammpas cae [ s Fre s e s o
e —
sy o) e am - L - i - -\

POSTELH  source : AXA XL; Cowbell Cyber, Inc.
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2) Risk metrics & Threat intelligence

SIGHT Sy rergrmenee B saperx,inc. o v yrch Company of Dom Q apicaion 38 R* @ O

Company: Saperix, inc

Saperix, Inc. 470
Bottom 4%

of the Poer Group

==
Bottom 25% ? o o
" I 7| Y (peer)2
i O| &4 it Ho2 ES
Median g Tlon.llgyl- -Il—-iE %ol_l-
240 poin H e —
b NE S 5ok E Wt
Top 25% 750 S 0% 03
280 points

Worse Risk Vectors Better Risk Vectors

e @ SSYA 71 Y(peer)
= v o et EE
4 i @2 el ot

POSTERLCH source: Bitsight
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2) Risk metrics & Threat intelligence

STEP1.C|X|E 2d2|2a3 &

' D
C|X|E/ALO| &
Criteria oIS AMA
Data »| 1. TR (critical Asset) - ’
ede|A3 2. QXL (Actor) 4 n
EHAR) 3. Z1} (outcome) H| C|X|E/AO|H
21 At
" J

CE RS L]

(Distribution fitting)

1. SE7| &2
Ve pE

2. ItSEIZZOME,
SOgEES

3. 29 7IE 57

oz 383

STEP4.2|A3 OjEF

- D

223 g jERA T

(Risk matrix formulation)

1. EHEEYH)- HExS)
Zr 577 O ER A 1

2.z 2|A3 ¥ STEP 2-39|
Zit £ A Y 2[00

D2 T /AE @Y

Lo 2 Laved 3 vl Lovet
0 3m 8033 s %225 fsm
o) L 220m) ) o)

AT LI 2

£ At

Statistical tests

+ Akaike Information
Criteria (AIC)

+ Log-likelihood

» Kolmogorov-Smirnov
test (K-S test)

+ Anderson-Darling test
(A-D test)

+ Cramér-von Mises test
(CvM test)

Density
00 01 02 03 04 05

Graphical diagnosis

Emp. and theo. distr. Emp. and theo. COFs.

[g—
e

COF

00 02 04 08 08 10
PR T S S T

I\|I||....l o
T T

05 10 20
Data Data

STEP 3. 24 A2 (M) BM : Hilzd (2X|2E 3]9)

P

(2714 2u72 2R
(Loss-size classification)

1 EHR0| 02 P7ey
2. Zh FZto Cfsh O M =+

e
3. EX|AE @A S5

\ TUER

i 92|43 ¥ Sy

\

Xin

Level 5 (extreme)

Level 4 (large)

Level 3 (medium)

Level 2 (small)

Level 1 (negligible)

rPoOsSTRECH
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2) Risk metrics & Threat intelligence

Level 5
(94252] 0|
Level 4
(61 34 - 442)
. ZH2|A3 S K| /ARO[ £A AL
70| izt il vl L THHIZ 113 sl
O[8HE 0% (Level 1) S
Level 2
- o] 2|230) O[3t Ao F2, A (@12 228)
453 0| =& (Level 5)0| A 28 Level 1
IHsE (@ 1131 0[sh)
aaus w=o oto oo . AZE M2ag | ZRHA | Z2HA | ZEHA -_ - o o ax
(ﬁe'éuc," T ﬁ—l - |' 14'01 20 =) 7 =5 xel Hn_ = g = ﬂ 3 |'
=5 71E) EEEE N U Z2 i 215 A2
A Al Level 5
—-= JIEIIE n“EEIﬁ ($9.95m 0| 44}
Level 4
($2.26 -
. OIS ZHQ C)X| /A0 EAALA 9.95m)
O] A~AlcH Ho| &= Aol
o] LN Rl Level 4 0|4 Level 3
(50.88 -
» CIX|ErAtold 22| AT 0 AFA 2 26m)
[l 3 =13=:] ACHE] =
o Ast=o| 4e| 3 vl 2
(5033 -
0.88m)
Level 1
($0.33m 0|3t
P o ATE PNES=] TEHA | ZEHA | ZEHA
&AM B =0 151 =Rl Co THLE = Ao H 3x
( r % T ool 29 st | oo o8 A = Ael ot = e il 3%t
TENRIIF) R N e =24 A 2T EEWE]
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3) Risk assessment : Loss modeling and financial quantification

ALIE| 2 £ M (Scenario analysis) + Al &2]0](Monte Carlo Simulation)

TABLE 1
Threat Actors: Motives, Impact, and Relevance

Real/Possible
Category Actions Impact Frequency
P - Monitor other nations Loss of trust once breach ) Exceedance Probability (EP) Curve - Aggregate
1111 2 economies for espionage; ooy o ; Espionage—common
I I I l Nation-states : is discovered; disruption to 3 =
conduct cyber-attacks in 3 ¢ Destruction—very rare 10%
S the financial sector. =
rare cases. 9% Faw
8% P _
Steal information for Bl & 20 =
; g Loss of trust once breach . = 79
Proxy espionage; possibly s 5 & Espionage—common a2 o E 0 -
5 3 is discovered; disruption to 4 = 3
Organizations conduct destructive ; A Destruction—very rare e 6% E 100 { —
the financial sector. s r
attacks. T 5% : |
o o
3 o) = &
: . Affects organizations’ 3 i o 2 ?0 o 254.: RSl 10
Steal money from financial 3y g 2 39 Estimated Retum Period
. s profits; loss of trust if 8 i
Cybercrime sector entities; at times 2 R Theft—very common % e
staalinig jarge s breach is publicized but w 2% \
org was silent 1%
H
Disrupt financial sector % ;
Isru 1 (]
@ operations; attack the B el e 50 100 150 200 250 300 350 400
Hacktivist brand of individual 8 P ! Moderately common Loss Amount ($ millions)
S of trust
‘ institutions; data release
individual/institutions.
< . i, Steal money; get revenge Affects organizations’
Insider through destruction or profits; damaged Moderately rare

data release.

reputation

Source : Carnegie Endowment for International Peace
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3) Risk assessment : Loss modeling and financial quantification

(T = oFf &Al H ol it HAd
o2 E
AZ|RHES Set=4d ol QI 22 2N
Poisson distribution
|
o z z | I}
E= % I E .
2 o T
i ”M
S A'i |||I[fliltlii].‘ﬂ.l.'."'_i:r':.'n--,-_‘-----....--................._
n__ r T T T 1
= ) ! 1500 2000 2500 3000 3500
o ‘ ‘ ’ \ 0 u Loss (€'000)
[=] _.-II' |||f||..
10 20 30 40 L]
N events Y
events ['Year Fow(xiu.0o) G(x:E, u=u,p)
Histogram and p.d.f. plot Empirical vs theoretical c.d.f. plot Q-Q plot
o s 4 :
o £ 284 .
= & s o [
[=] s _ s}
= 2 5] .
r 5 = = _
= & g
< =T = 2 1
[=1 A =3 g =
= T T T T T ] =T T T T T T < ' ‘ ' ' ' '
0 50 100 150 200 250 0 50 100 150 200 250 U
Data Data Data
rPOsSTECH
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3) Risk assessment : Loss modeling and financial quantification

TSIGHT W™ B Saperix, inc. o v arch Company m Q applicaion 38 R* @ O

Reports and Assessments [

Financial Quantification

Genarated O 4 Nov 20221620 | ANl Analyses
Single Loss Cyber Exposure o Business Profile
BitSight Rating A
$117,042 $6,563,445 $21,002,202
omBiponine Company Name Saperix
Domain saperix.com
Annual Revenue $4,000,000,000
Currency uso
< Industry Technology
g,
3 Soty | Chubb Cyber Index
3 State
B Number of Employeesilall  CyDber Risk Calculators
Number of Clients Use Chubb's cyber risk calculators to gain insight into your org ion's unique cyber exposures and potential cyber loss costs. All estimates are provided for i P ly and toi y . They do
® not reflect all scenarios (and may not reflect worst case scenarios), and should not be relied upon alone in determining limits of insurance to purchase. Actual costs and liability exposures may vary based on factors not considered in the calculator
or the estimates. Consult a licensed insurance agent or broker for help determining appropriate limits of insurance to purchase for your circumstances,
0
" - “ ) o m om e
Lons Exposure 8
# * W
- Financial Institutions Credit Card Processor $100,000,000 o
8 *
Update Calculation
i Estimated Records Calculator Estimated Incident Costs
Source : Bitsight O ——
‘Total Estimated Records® Estimated Total Cyber Incident Costs
8,571,232 $82,266,297
*Based on Industry Class Median Compromised Records: 8,571,232
]
< Industry MIN Industry MAX
38,308 9,999,600
o 28 050
8

$1.000.000

Source : Chubb

rPoOsTEeCH
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ALO|H] 2| A3 "7} : Good Example

x

=

A Moody's
L Analytics
Company

Sources of cyber risk modeled by RMS

INFORMATION
TECHNOLOGY

—_—

AT
0= .]

Data Denial of Cloud Financial Contagious
Exfiltration Service Provider Transaction Malware
Failure Theft
CYBER PHYSICAL
A S
O
Power Property Fire Marine Industrial Upstream
Blackout Cargo Port Facilities Energy
Source : RMS
rPoOsTEeCH

State-of-the-Art Cyber Modeling

. SHEIT ZI}7|d B U

Data Enrichment
« Global + localized H|O|E{ M|IE 1=

Price the Risk
» Modest to extreme level risk

Cyber Modeling Customization
« “User-defined model parameters” <

© Kwangmin Jung (POSTECH)
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E+E
ME & iz (risk level) 4
(Low frequency) (High frequency)
Moz glA3 e BlAT HO Ol AAER M

(Low severity)

(Risk retain)

(Retain and implement loss control)

IME
(High severity)

2|lA3 H7t
(Risk transfer)

2|A3 2|0
(Risk avoidance)

—

H|& A= 2= (diosyncratic risk)

HAX 2|E (Undiversifiable(systematic) risk)

ApO|Hf HOtAZ
(cybersecurity level)

HHIE.TAE SE(LFHS) DI DM E SE(HFHS)
. HolA HEQI mat
o UMYO|Z OISt LAUZCH
ol ce . HolH 9= AT
S219C ZEXF AT £ AFRX} Almy
s AlLtale o Z{EA|AE A OFN AZEQ 0| MK
o B, SR 2 OISt HIO|E Y, AH{ A|AE O
N . LEXE £3F 22191 51953 A
. T ARB|7|HHAIM ZZo|| O[3 BRAH|A AT
. AfO|H| ZZo= 4| 2a|X RYSE
m|sH 8 9l + HE g
1l|o
=T o KIRFH/EQURE
« FAELALOI 2|3 Btp| M Ecemy SE | ()
sage BT B ®
O P = - ==
rPOsSTECH
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712l Ato]H 2[A3 EE| et

s
= -

k=

-

ALO|H| 2|23 e A2 E

1 HIMAN #d 2

(BEl123 X|ulj =2t 2|AEE | ZH)

C R ALY BB EE

HAE 2232 M Ato|
HOH 0|2 24

ESITEST
T

- MALH ALO|H] 2| A3 2| (Enterprise Cyber Risk Management)

ALO|Hf & 0F 7]
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