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Cybercrime, a constant threat to all types of

companies
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US$1bn-$10bn More than
US$10bn

Cybercrime Customer fraud

Customer fraud Cybercrime

Asset misappropriation ASSET MISappropranon

https://www.weforum.org/agenda/2022/07/fraud-cybercrime-financial-business/
: Cybercrime poses the biggest fraud threat to businesses. Image: PwC



Types of fraud experienced, by industry
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Industrial Financial Energy, utilities Retail and Government and Health Technology,
manufacturing services and resources consumer public sector industries media and
telecommunications

Customer fraud Procurement Customer fraud Cybercrime Cybercrime Cybercrime

Asset Asset
misappropriation misappropriation misappropriation

Cybercrime

Cybercrime
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Cybercrime
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Customer fraud Customer fraud Procurement
fraud

Cybercrime

Accounting/ -~ 8 Supply chain
financial customer fraud
statement fraud failure
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https://www.pwc.com/gx/en/forensics/gecsm-2022/pdf/PwC%E2%80%99s-Global-Economic-Crime-and-Fraud-Survey-2022.pdf
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[Threat Analysis] CLOP Ransomware that Attacked
Korean Distribution Giant

In November last year, there was a case that shocked not only the security industry, but also all of the Korean
industries. The system of Group, the distribution giant, was infected by the ‘CLOP Ransomware. (e I3 Te R (o)
the press report that quoted an associate of the company, over half of the brick-and-mortar stores were affected by
the ransomware, leading to disruption of business. This incident showed that the ransomware attacks can occur
regardless of company size, and Korean industries must now face such threats that made themselves tangible.

*Z=XN: Ot&l https://asec.ahnlab.com/en/19542/
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https://download.ahnlab.com/kr/site/library/%5BAnalysis_Report%5DCLOP_Ransomware.pdf
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INTERPOL-led operation takes down prolific
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Home > NewsandEvents > News > 2021 > INTERPOL-led operation takes dc

Major gang members in handcuffs, assets seized

op

SEOUL, Korea - A 30-month transcontinental investigation and operation has resulted in arrests and |
. 0|93 7|x
global malware crime network. ﬁ | It

Z|X m|o]x]

Two Red Notices, which are internationally wanted persons alerts, have been circulated to INTERPOI

Korea’s cybercrime investigation division via INTERPOL'’s National Central Bureau in Seoul. | o=y - R3EIO0|Lt- 0|5 - QB E S "REX ZAHMX| Al HEH"

HEFQIOZ 452 Z0{UY---mH|SZ=AL2 20|
The Notices follow the Ukraine arrest of six members of a notorious ransomware family during a glob:

attacks against Korean companies ¢ 1d US academic

https://www.interpol.int/en/News-and-Events/News/2021/INTERPOL-led-operation-takes-down-prolific-cybercrime-ring

Korean, Ukrainian and US law enforcement authorities in June.

The global strike — codenamed Operation Cyclone — follows global police investigations
institutions by the ClOp ransomware threat group.



www.interpol.int » News and Events » News » 2021

INTERPOL-led operation takes down prolific cybercrime ring

~ = M ransomware threat group. ClOp malware operators in Ukraine allegedly

attacked private and business targets in Korea and the US by blocking ...

Interpol - HauioHankHa noniuis Ykpaidu - Nov 5, 2021


https://youtu.be/PqGaZgepNTE
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https://www.police.go.kr/user/bbs/BD_selectBbs.do?q_bbsCode=1001&¢q_bbscttSn=20230317103332394



C{ A|Of — 3 2f0| L} AfO|HH S

F320|L XX ME 2

%, 2Ho[X| 813 &

gt

MH|£ 0|8 7, 7HRIEE &

* £2{:2022.5. 31, 3 2}0|L}.2{A|O} MO 2 H = AO|HT S 9l O S1toh
https://www.igloo.co.kr/security-information/%EC % 9A%B0%ED %81 % AC%EB % 9D % BC%EC%9D % B4 %EB %82 %98 % C2%B7 % EB % 9F % AC%EC %8B % 9C % EC %95 %84 -
% EC%A0%84%EC%9F%81%EC%9C%BCY%EB%AT1%9C-%EB%B3%B4%EB%8A%94-%EC%82 % ACY%EC%9D %B4%EB%B2%84%EC%A0%84-%EB%8F%99%ED %96 % A5-%EB%B0% 8F/




o

N> A
Rl

rr

-
T

J
ol

https://www.police.go.kr/user/bbs/BD _selectBbs.do?q_bbsCode=1001&q_bbscttSn=20230317103332394
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USD 14 billion (& 16X %) in 2021, M H = CHH| 80% S 7}

Total cryptocurrency value received by illicit addresses, 2017 - 2021

B Malware Terrorism financing Stolen funds [l Scam sanctions [ Ransomware [ Cybercriminal administrator Fraud shop Darknet market
B child abuse material

smﬂ .

2017 20 2019

* https://baselgovernance.org/blog/crypto-asset-recovery-qa-part-1-scope-laws-and-cooperation
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Ct3a Y O| 2 Xt E4| (=X: http://torproject.org)

2018 2019 2020 2021 2022

150,730 143,819 760,033

2401258 | 2,063,963 | 2124776 | 2207.002 | 2,505,546

2018 2019 2020 2021 2022

JIIOH:“’“ Jc'|693ﬁ e /638 H 281369 | 3R1XM282%& | 121929

https://www.police.go.kr/user/bbs/BD_selectBbs.do?q_bbsCode=1001&q_bbscttSn=20230317103332394



https://www.police.go.kr/user/bbs/BD_selectBbs.do?q_bbsCode=1001&q_bbscttSn=20230317103332394

202213 AO|HEfl2] 23 ZQ ABHE

> T= 1970 PCYS Y22 F 5920 ZX 5l IP'OIAM ‘=LHIP' = CHEe| Ecfd
MO Z 524 (2022.5.17. YTN)

> 2|2 Ee S5 Aot Ad0|HE BS, 2lul-2tE-
HAIZHZA] (2022. 12. 25. MBC)

FEoI EoiMlsHE

JHSAREE ALZIATOIE




#I

ir
‘2
=

Z4A
a5

#HTR|7 | AL #AREERE= #ARIAID  #=E|0|de|EE

HIWARE &&&2%

/i HIEN | A2 | HE | AFAS | 2IUA NI NeTaND

3

HAl=

o &
=}
ZOISO|X| 2i2 A= FH

AdHo= HO}

[ERHFA O|&R 7|XH =E5|0|0] 2HA L0 s

7 |OtXtS A2 D|ZEHOHE Q1 (KMA)O| 2 =

Z S 8ot 7|Otxte| HYE|EFt MH|AQI 'RE" (U oM SZE35 XtZ 9GB 222 C}

VO) 242 ofZ2|7{0|A So| oj|SiCH= 3X|0Hx JIZ X+ E AT S900)| 2oHHCHD i

HE 7} Lt} https://m.boannews.com/html/detail.htmI?idx=95591
3 XIS 0I5 280] X2

https://biz.chosun.com/site/data/html_dir/2021/02/18/20
21021803005.html?outputType=amp

HZE|0| HBZHOR HHXISA 0|2l U 7|
=
o

Z| 27X OlE2 =&




VA “misuse” crimes:

Using VA by means of transferring criminal proceeds
— Fraud & other financial crimes

Recent typologies on VA Crimes

*VA: Virtual Assets

«“ ” o .
VA “market” crimes: ‘Cybercrimes” :

Fraudulent ICO, Stock market manipulation

. o ) . e key, attacking VASPs withf malware
— Similar to unfair crimes in capital market - 2
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AML/CFT Regime News AML/CFT Legislation FCSC About KoFIU

GROUP

OF FINANCIAL INTELLIGENCE UNITs

/CFT Legislat

AML/CFT Reg

n.l_

“Financial Intelligence Units (FIUs) serve as national centres for
the receipt and analysis of suspicious transaction reports and
relevant money laundering information, associated predicate
offences, and terrorist financing. FIUs are also responsible for

HISTOry disseminating analysis results.”

Judicial Model Law Enforcement Model
. . . llKoFIU”.....................
* hitps.//www.kofiu. go.kr/eng/main.do Administrative Model - Hybrid Model
-IIIIIIIIIIIIIIIIII

* https://egmontgroup.org/about/financial-intelligence-
units/#:~:text=There%20are %20four%20FIU%20models,enforcement%2C%20administrative%2C%20and%20hybrid
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Information
Request / Provision

O| 4| A2 5 1 S £ 4150 7| 2Hojl |3

Financial Institutions Law Enforcement
Head Office Agencies

KO F I U Provision

- of certain
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(Reporting Officer) Collect, analyze and “‘?”Smt'.o”
= N A . . Inrormaton
disseminate innformation = Punishment &

Inquiry & investigation

confiscation
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Reporting Coordinate efforts of
Feedback partner agencies : ESC.NIS)

Feedback "10'3, NTS K(_,J. NEL_,,

Branch Office
(Employee) Intermational cooperation

Report to investinggative authorities
when money laugderingis detected
Sanctions (Punishment,
confiscation, etc )
Use of secondary information

Relevant Administrative
Authorities

Money Laundering
Terrorist Financing
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2019

101,729 71,838 86,876 78300 74,964 77,658 62,881 66,738 64,122 58,928 926,947

2020

71,619 52,060 52,131 59,545 52,345 57,887 59224 74903 77828 68,165 732,536

2021
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70,492 74545 79,053 82547 78504 65,655 68,663 77329 79,188 82,882 884,655 :- EEEEEEEEEEEEEEEEEEN)

Financial Institutions
Head Office
KOFI U Provision
of certain
Head Office STRFiling financiql
Collect, analyze and transaction

(Reporting Officer) T
B : ; : . information
disseminate innformation

‘ Intemal

Reporting Coordinate efforts of
Feedback partner agencies Feedback

Rranch Office
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884,655 280,986 35,838 s 34574
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Report to investinggative authorities
when money laugderingis detected

Use of secondary information

Relevant Administrative
Authorities

Law Enforcement
Agencies

Inquiry & investigation

Punishment &
confiscation

MolS, NTS, KCS, NEC,
FSC, NIS)

Sanctions (Punishment,
confiscation, etc )

Money Laundering
Terrorist Financing
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https://www.linkedin.com/in/jung-kee-you-776846196/
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