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Cyber insurance market with strong expected growth
Worldwide cyber premium to increase from ~$6bn (2019) to ~$33bn (2027)
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Change of market shares expected Munich RE =
Market share of Europe expected to rise
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Cyber insurance market in Asia/Oceania with strong expected

Munich RE =
growth
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Cyber — a truly volatile market

U.S. Cyber Liability Renewal Rates Decrease
for Second Quarter in a Row

U.S. cyber liability rates decreased 1.5 percent, on average, in the
second quarter of 2017, the first time since 2012 that average cyber
rates declined for two consecutive quarters.

Source: brinknews.com, 25 August 2017
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Cyber insurance is only a few claims away
from disaster

The cyber insurance market has grown rapidly in recent years.
Despite this, low premium prices and high risks are combining
to stifle further growth, and ...

Source: weforum.com, 9 October 2020
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Cyber cover costs explode, capacity limited

While no significant players have left the market, limits have
been slashed — often by half — and rates in some cases have
as much as tripled.

Source: businessinsurance.com, 1 November 2021
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Cyber Insurance Is Back From the Brink After
Onslaught of Ransomware Attacks

= Price increases are moderating following a surge last year

= After a pandemic-era retreat, more insurers enter the market
By Mark Reyes

Source: bloomberg.com, 24 February 2023
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Cyber Insurance — Basic Training 5 October, 2023
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Current “hot” topics we are actively addressing

Cyber
Challenge

Market Sustainability
(E.g., Services, exchange with policy makers, claims management)

Silent Cyber
(E.g., awareness, transparency and affirmative cyber potential)

Coverage and Wording trends
(E.g., System Failure, CBI)

Munich RE

Accumulation and Systemic Risk
(E.g., Vendor models, Insurability and exclusions)

Cyber War
(E.g., LMA Cyber Working Group, Pool Solutions)

Technology and Insurance
(E.g., Cyber Underwriting Tool, Data Analytics)

Threats and vulnerabilities
(E.g., Monitoring of Ransomware and Covid-19 impacts, supply chain risks)

KFPA International Cyber Seminar 2023
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For good & bad Munich RE =
Key technology trends

Technology trends 2023 and beyond in nu. of word occurrences

Impact on cyber insurance

Connectivity (wi-fi, fixed &
mobile broadband, satelite)

Metaverse, VR, AR, MR, XR

Artificial intelligence &
machine learning

Sustainability 4

Cyber security, trust & privacy Hi g h!

Geopolitics & tech supply chains
Technological progress, enhanced connectivity,

more devices, application and APIs, the
proliferation of the Metaverse, etc. in general will
‘ ‘ broaden attack surfaces

Hyperscale/multi-cloud/edge/
fog computing

ZDNet, “Trend Analysis 2023 and beyond”

Key question: Will adequate security controls &
best practices be fully implemented during early

The global cost of cybercrime is expected to surge in the next five years, rising from '
rollout phases and in the aftermath

$8.44 trillion in 2022 to $11 trillion in 2023, reaching $23.84 trillion by 2027
Dynamic adaption of

ey statista.gang Risk Assessment necessary

[&%ber risks, current trends and prediction for 2023 and beyond 5 October 2023
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Asia View
Industries under threat of Cyber attack

Munich RE

Rank  Japan India SEA Greater China South Korea Australia

1 Manufacturing Agriculture Manufacturing Manufacturing Manufacturing Mining

2 Wholesale & Retail Manufacturing Wholesale & Retail Wholesale & Retail ggf\'/?ceesss & Professional Manufacturing

3 Real Estate Real Estate Agriculture Agriculture Real estate Agriculture

4 Busmess & Professional Retail Construction Finance — Banking & Wholesale & Retail IT Services
Services Insurance

5 Healthcare Construction Finance — Banking & Construction PUb“C. Finance

Insurance Authority/Government

6 Construction Transport & Logistics Transportation & Logistics Real Estate E:Zﬁ?;fcg Banking & Tourism

7 Trar_lsportatlon & Finance — Banking & Tourism & Hospitality Transportation & Logistics Construction Construction
Logistics Insurance
Public Public - Public . .

8 Authority/Government Authority/Government Telecommunications Authority/Government Education Media

9 Telecommunications Utilities Education Education Healthcare Education

10 Finance — Banking & Mining Utilities Mining Telecommunications Logistics

Insurance

Ranking based on GDP split per market

Highlighted are Top 5 industries likely to be targeted by cyber attacks in 2022 and.beyend.



Ransomware
Statistics and noteworthy developments

70% of incident response cases in 2022 were ransomware

(36%) and business email compromise (BEC) (34%).
(Palo Alto, Unit 42 “Incident Response Report 2022”)

Ransomware and BEC were the two leading causes
of insurance losses accounting for 44% of claims

in the past 5 years.
(NetDiligence)

49 days is the average time it took to
identify a ransomware attack.

The average cost of a ransomware attack went down slightly,

from $4.62m in 2021 to $4.54m in 2022.
(IBM “Cost of a Data Breach Report 2022”)

It is estimated that more than 60% of affected
organisations may have paid ransom demands.
(ENISA, “Threat Landscape for Ransomware Attacks 2022")

Ranking of top affected
industries by ransomware:

(Munich Re — Cyber insurance —
Risks and trends 2023)
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Impact on cyber insurance

o—

Very high!

Ransomware will continue to be
the largest risk & loss driver

Impact will also depend on
governmental actions, TTPs threat
actors & cybersecurity controls
being implemented

26-28 September 2023




Geopolitics will shape cyber (in)security Munich RE =

“ Impact on cyber insurance

The techniques of cyberwar will come to commercial cybercrime. Will depend!
Quickly. Nation-state cyber teams are the R&D for cyber criminal
at large.

Splunk 2023 Predictions

e e —®
= All future conflicts and wars will have a cyber component and Low! Low! High!

more cyber operations will be driven by geopolitics if actions may fall for disinformation. in case cybercriminals
= Examples of top targets: Critical infrastructure & verticals or govern- underWar Eclusion. may use nation states

: as safe haven.
mental elections that will take place in more than 70 countries in 2023 Legal uncertainty due

to lacking precedents.

= Nation state threat actors will increasingly dedicate resources
to R&D — e.g., in finding and exploiting zero-day vulnerabilities

= “APT targeting will turn toward satellite technologies,
producers and operators” (Kaspersky)

e e
= Sophistication and scope of disinformation & destabilization will High! Very high!
increase by using Machine Learning, Al, Deep Fakes, Chatbots, Social P , , .
. : s 7 ; - d if criminal syndicates, in case of spill-overs
Media, etc. Tools will optimize, monitor & analyze impact. More 3 ek S A mEier ] S e
parties and hacktivists will provide information operation services state actors collaborate.

Cyber risks, current trends and prediction for 2023 and beyond 5 October 2023




Biometrics

What is it, Legal Implications, and Claims Examples

What is Biometrics?

= Biometrics are physical or behavioural human
characteristics to that can be used to digitally identify a
person to grant access to systems, devices or data.
= Examples:
= Physical: Fingerprints, DNA, retina scans,
= Behavioural: gestures, voice patterns, typing rhythm

Data Privacy Considerations

= lllinois’ Biometric Information Privacy Act (BIPA) was
the first, enacted in 2008, and remains an influential

o-(%R)—° piece of legislation with strict requirements on collection,
storage and notification.

= Other jurisdictions: depending on the definition of the
data protection laws, it is presumed that biometric
privacy laws are included.

S

Munich RE =

Claims examples

= 2015 Class action suit: Facebook alleging that the
company collected and stored digital scans of users'
faces. The lawsuit was settled for $20 million.

= 2020: Class-action lawsuit against TikTok alleging that
the app collects and stores biometric data from users,
including their facial scans. The lawsuit was settled for
$92 million.

= 2023: Class-action lawsuit against Apple alleging that
the company collected and stored biometric data from
iPhone users, including their fingerprints.

= From 2017 - 2022 nearly 2,000 BIPA lawsuits
commenced

Implications on Cyber Insurance

= Exclusions specific for Biometric data / laws

= Pricing of Cyber Polices with affirmative coverage /
assessing the legal situation

= Reduction of capacity or tightening of terms

KFPA International Cyber Seminar 2023 26-28 September 2023 14
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Clarification of Cyber War: Munich RE =
HOW can we achieve this clarity

A specific Cyber War exclusion must prevent uncontrollable accumulation risk and at the same time consider the interest
of the insured being sufficiently protected against a “normal” Cyber attack(s) which is the purpose of their coverage.

Conventional War (Physical) Intolerable Detrimental Impact

Including cyber attacks Severe disruption of essential services resulting

as a means of warfare in serious threats to the functioning of the public
sector (e.g., administration, financial services,
healthcare)

Attribution Distinction between Disruptive vs

Linking cyber attacks to a sovereign state (“...by Destructive

or on behalf of...”) Threshold should not exclude losses from

ordinary cyber espionage or singular attacks from
non-state sponsored criminals.

The goal is to still provide coverage in most disruptive cases; but we need to think ahead of the technological

advancements and how it can be manipulated by nation states in the course of war in the future
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Thank you!

Serene Chan, Regional Head of Cyber Asia-Pacific e
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