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§ Global Top 10 Risks
§ Aon Global Risk Consulting
§ Aon Global Risk Consulting, Aon Energy Risk Engineering (AERE)
§ Identify & quantify risk exposures
§ Evaluate quality of risk mitigations
§ Support brokers in presenting clients to the international market 
§ Pre-event advisory services and post-event support 
§ Case studies

Sections
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Global Top 10 Risks
From Global Risk Management Survey Report in 2016

Conducted in the fourth quarter of 2014, the survey has gathered input from 1,418 respondents at public and 
private companies of all sizes around the world. The 2015 findings from the web-based survey have 
underscored that companies are grappling with new risks and that there are differences of opinion on how best 
to prioritize and respond to them.

Aon Risk Solutions  |  Global Risk Consulting                                                                                
Proprietary & Confidential



4

Global Top 10 Risks
From Global Risk Management Survey Report in 2016
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• Top 10 risks by region

Asia Pacific Europe Latin America Middle East & Africa North America

1 Damage to 
reputation/brand

Economic slowdown/ 
slow recovery

Damage to 
reputation/brand

Damage to 
reputation/brand

Damage to 
reputation/brand

2 Increasing competition Increasing competition Regulatory/legislative 
changes Cash flow/liquidity risk Regulatory/legislative 

changes

3 Failure to attract or retain 
top talent

Damage to 
reputation/brand Increasing competition Increasing competition Failure to attract

or retain top talent

4 Business interruption Regulatory/legislative 
changes

Crime/theft/fraud/
employee dishonesty

Economic slowdown/
slow recovery

Economic 
slowdown/slow
recovery

5 Economic slowdown/ 
slow recovery Business interruption Property damage Regulatory/legislative 

changes
Computer crime/hacking/
viruses/malicious codes

6 Regulatory/legislative 
changes

Failure to innovate/meet
customer needs

Distribution or
supply chain failure

Failure to attract
or retain top talent

Failure to innovate/meet
customer needs

7 Failure to innovate/meet
customer needs Third-party liability Failure to attract

or retain top talent Business interruption Increasing competition

8 Weather/natural 
disasters Commodity price risk Economic slowdown/

slow recovery Exchange rate fluctuation Business interruption

9 Political risk/uncertainties Failure to attract
or retain top talent Commodity price risk Commodity price risk

Growing burden and
consequences of 
corporate
governance/compliance

10 Cash flow/liquidity risk Cash flow/liquidity risk Third-party liability Crime/theft/fraud/
employee dishonesty Third-party liability
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Global Top 10 Risks
From Global Risk Management Survey Report in 2016
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• Top three risks by industry

Industry Key Risk 1 Key Risk 2 Key Risk 3

Agribusiness Commodity price risk Commodity price risk Commodity price risk

Aviation Damage to reputation/brand Economic slowdown/slow recovery Increasing competition

Banks Damage to reputation/brand Regulatory/legislative changes Economic slowdown/slow recovery

Chemicals Distribution or supply chain failure Business interruption Damage to reputation/brand

Conglomerate Economic slowdown/slow recovery Failure to innovate/
meet customer needs Business interruption

Construction Increasing competition Economic slowdown/slow recovery Cash flow/liquidity risk

Consumer Goods Manufacturing Economic slowdown/slow recovery Increasing competition Damage to reputation/brand

Food Processing and Distribution Damage to reputation/brand Commodity price risk Regulatory/legislative changes

Government Damage to reputation/brand Failure of disaster recovery plan/
business continuity plan Regulatory/legislative changes

Health Care Regulatory/legislative changes Damage to reputation/brand Failure to attract or retain top talent
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Global Top 10 Risks
From Global Risk Management Survey Report in 2016
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• Top three risks by industry (cont.)

Industry Key Risk 1 Key Risk 2 Key Risk 3

Hotels and Hospitality Weather/natural disasters Damage to reputation/brand Property damage

Insurance, Investment, and 
Finance Damage to reputation/brand Regulatory/legislative changes Economic slowdown/slow recovery

Lumber, Furniture, Paper, and 
Packaging Economic slowdown/slow recovery Commodity price risk Exchange rate fluctuation

Machinery and Equipment 
Manufacturers Economic slowdown/slow recovery Failure to attract or retain top talent Failure to innovate/

meet customer needs

Metal Milling and Manufacturing Economic slowdown/slow recovery Increasing competition Commodity price risk

Natural Resources (Oil, Gas, and 
Mining) Regulatory/legislative changes Environmental risk Commodity price risk

Non-Aviation Transportation
Manufacturing Economic slowdown/slow recovery Increasing competition Property damage

Non-Aviation Transportation 
Services Regulatory/legislative changes Economic slowdown/slow recovery Third-party liability

Pharmaceuticals and 
Biotechnology Distribution or supply chain failure Regulatory/legislative changes Business interruption

Professional and Personal Services Damage to reputation/brand Economic slowdown/slow recovery Increasing competition
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Global Top 10 Risks
From Global Risk Management Survey Report in 2016

Aon Risk Solutions  |  Global Risk Consulting                                                                                
Proprietary & Confidential

• Top three risks by industry (cont.)

Industry Key Risk 1 Key Risk 2 Key Risk 3

Real Estate Damage to reputation/brand Economic slowdown/slow recovery Property damage

Rubber, Plastics, Stone and 
Cement Economic slowdown/slow recovery Commodity price risk Increasing competition

Technology Failure to innovate/
meet customer needs Increasing competition Damage to reputation/brand

Telecommunications and 
Broadcasting Damage to reputation/brand Regulatory/legislative changes Increasing competition

Utilities Regulatory/legislative changes Business interruption Damage to reputation/brand

Wholesale Trade Increasing competition Counter party credit risk Regulatory/legislative changes
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Global Top 10 Risks
From Global Risk Management Survey Report in 2016
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• Top 10 risks in the next three years
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Aon Global Risk Consulting
How we help Energy clients

Aon Global Risk Consulting (AGRC) helps Energy clients understand and improve their risk profile.

We do this by identifying and quantifying the risks they face; by assisting them with the selection and 
implementation of the appropriate risk transfer, risk retention, and risk mitigation solutions; and by ensuring the 
continuity of their operations through claims consulting.
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Catastrophe Cover 
Access (OIL)

Accelerated Claims 
Closure

Aon Global Risk Consulting
Our services to energy clients

Captive Feasibility 
& Consulting

ERE – Site Risk 
Surveys

Property Risk 
Control

Captive and 
Insurance 
Management

Protected &  
Incorporated Cells 

Energy Claims 
Preparation, 
Advocacy,  and 
Valuation

Enterprise Risk 
Management

Aon Cyber 360̊

Program Design

ERE – Site Risk 
Rating

ERE - Asset 
Replacement  
Valuations

Risk Financing 
Analytics (RFDP)

Energy Business 
Interruption 
Valuations

ERE - EMLs for 
PD,BI, TPL and 
OEE

ERE - Underwriting 
Reports & 
Presentations

Risk Management 
Outsourcing

Business Continuity 
Management

Rapid Response

ERE – Risk 
Advisory

Loss Forecasting & 
Risk Modelling

Energy Broking 
Support

Aon Cyber 360̊

Actuarial natural 
catastrophe 
exposure review
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Catastrophe Cover 
Access (OIL)

Accelerated Claims 
Closure

Aon Global Risk Consulting
Aon Energy Risk Engineering

Captive Feasibility 
& Consulting

ERE – Site Risk 
Surveys

Property Risk 
Control

Captive and 
Insurance 
Management

Protected &  
Incorporated Cells 

Energy Claims 
Preparation, 
Advocacy,  and 
Valuation

Enterprise Risk 
Management

Aon Cyber 360̊

Program Design

ERE – Site Risk 
Rating

ERE - Asset 
Replacement  
Valuations

Risk Financing 
Analytics (RFDP)

ERE Business 
Interruption 
Valuations

ERE - EMLs for 
PD,BI, TPL and 
OEE

ERE -
Underwriting 
Reports & 
Presentations

Risk Management 
Outsourcing

Business Continuity 
Management

Rapid Response

ERE – Risk 
Advisory

Loss Forecasting & 
Risk Modelling

Energy 
Broking 
Support

Aon Cyber 360̊

Actuarial natural 
catastrophe 
exposure review
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Aon Energy Risk Engineering
We understand the hydrocarbon processing  industry
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Aon Energy Risk Engineering
Our field of operations
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Four Key Roles

Aon Energy Risk Engineering
An integrated approach supporting the broking transaction

3. To support brokers in presenting client to the international market
– Leading market surveys of assets worldwide

– Producing timely and respected underwriting reports

– Supporting marketing roadshows.

4. Provide pre event advisory services and post event support
– Technical /engineering support for claims

– BI accounting support in claims preparation

– Ad-hoc technical advice e.g. on projects.

1. To identify & quantify risk exposures for PD, BI ,TPL, OEE

– State of art EML tool : ALERT

– Validation of property and BI values

– BI interdependency modelling

2. To evaluate quality of risk mitigations including business continuity 
resilience - on world wide scale and provide cost effective risk improvement 
recommendations. 

ERE – Site Quality 
Risk Rating

ERE – Asset 
Replacement  
Valuations

Energy Business 
Interruption 
Valuations

ERE - EMLs for 
PD,BI, TPL and 
OEE using ALERT

ERE - Underwriting 
Reports & 
Presentations

ERE – Risk 
Advisory

Energy Claims 
Preparation, 
Advocacy,  and 
Valuation

Energy Broking 
Support
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Identify & quantify risk exposures 
Loss estimating - EMLs for PD,BI, TPL and OEE using ALERT

– Produce the loss estimates for the following event types:
• Property impact:

s Vapour cloud explosions (using Multi-Energy method)
s Vessel rupture events
s Spill fires
s Tank fires
s Jet fires

• People impact:
s Toxic effects (people vulnerability)

– Model worst case credible scenarios
– Produce results which match industry loss experience
– Has a friendly user interface

– Based on the TNO Coloured Books (Yellow Book, Green Book
primarily)

– Incorporates over 50 different calculation models
– Discharge models included:

• Instantaneous release
• Semi-continuous release
• Pipeline full bore rupture

– Dispersion models used:
• Jets and plumes
• Dense gas dispersion
• Passive dispersion

ALERT ALERT TNO EFFECT

§ We have in-house suite of technical procedures for: PD, BI, OEE and TPL
§ Historically we use ExTool for VCE (vapour Cloud Explosion)  EMLs
§ Currently testing a new Aon tool ALERT for a wide range of scenarios

§ Based upon the TNO multi-energy method for VCE 
assessment

§ Scheduled to be available in 4Q 2016

Loss estimating - EMLs for PD,BI, TPL and OEE using ALERT

Aon Risk Solutions  |  Global Risk Consulting                                                                                
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Launch Internal launch in Q4 2016 and external Launch on Q1 2017
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Identify & quantify risk exposures
TPL Risk Quant

TPL Risk Quant

Objective § To evaluate the suitability of the limits purchased

Method

§ Quantification of loss exposures for a limited number of selected worst case credible loss scenarios.
§ Looking at the following scenario classes:

− Fire (jet fire, pool fire, spill fire)
− Explosion (vapour cloud explosion, BLEVE)
− Toxic release
− Spill.

§ Evaluating the impact on people (own personnel, contractors and third parties), property (third party) and the
environment.

Results § TPL exposures presented either in monetary terms or in exposure bands.

Clients Pemex, Kuwait Petroleum Authority, Repsol
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Objective § To evaluate the suitability of the limits purchased

Method

§ Quantification of loss exposures for the worst case credible event, being a well blowout situation
§ Estimation of overall exposures using AFE (Approval for Expenditure) multipliers to reflect the well

control activities and the re-drilling costs
§ Different multipliers being used for different generic well types
§ Escalation to adjacent wells evaluated and where necessary quantified

Results § OEE EML

Clients Pemex, Petrofac

Identify & quantify risk exposures
OEE Risk Quant

OEE (Operators Extra Expense) Risk Quant
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Objective § To establish asset replacement values for insurance purposes

Method

§ Dedicated in-house Energy specialist team.
§ Detailed asset valuations using the inventory method.
§ Annual asset valuation updating service options in between inventory valuations
§ Ad-hoc assessments for EML guidance

Results § Replacement cost values for Energy assets

Clients § Canadian Natural Resources, National Grid (US & UK), Petrotrin, Pemex (on & off shore)

Identify & quantify risk exposures
Asset Replacement Valuations

Asset Replacement Valuations
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Identify & quantify risk exposures
Energy business interruption valuations

Energy Business Interruption Valuations

Objective § To establish business interruption values for insurance purposes, as well as business 
interruption EMLs

Method

§ Working in–conjunction with Aon dedicated Claims Preparation Advocacy and Valuations team
§ Development of insurable gross profit model
§ Development of business interruption loss scenarios
§ Evaluation of operational impact of loss scenarios:

− Interruption periods for affected units
− Alternative operating modes
− Site and company operations impact assessment

§ Assessment of financial impact of identified loss scenarios
§ Development of Business interruptions EML

Results § Business interruption values and EMLs

Clients PetroChina Company Limited,  Emirates National Oil Company, MacDermid Incorporated
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Evaluate quality of risk mitigations
Site quality risk ratings

Site Quality Risk Ratings

What are the risks

How are they managed

Hazard Rating            
(Y-Axis) 

Risk Quality Rating    
(X-Axis)
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Evaluate quality of risk mitigations
Site quality risk ratings

Site Quality Risk Ratings

Objective § To evaluate the quality of the risk mitigations implemented at a site

Method

§ Formal evaluation of inherent hazard exposures and different risk control elements
§ Each has sub elements which are assessed against documented criteria
§ These criteria are based upon AERE worldwide experience of industry best practices
§ Regularly updated – at global team meetings
§ Based on fundamental risk drivers
§ Emphasis on “left hand side of bow tie”, however “right hand” side also evaluated
§ Higher weighting to process safety elements
§ Weighting also reflects survey of international insurance market top ten concerns
§ LMA (London Market Association) requirements addressed

Results § Site risk rating, including graphical display showing what the risk levels are & how they are managed

Clients § BP, Chevron, Braskem, LyondellBasell, Saudi Aramco, Petroleum Authority of Thailand
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Support brokers in presenting clients to the international market 
Energy broking support

Energy Broking Support

Objective § To enable the Broker to make a proper presentation of the risk to the Underwriter

Method

§ We provide Energy specific support to Broking as requested, for:
− Client roadshows to markets
− Providing technical support on an ad-hoc basis to assist with clients and/or market issues
− Transfer of CAR risks to Operational

Results § A smoother insurance placement process

Clients: § LyondellBasell, MOL, ENI, Canadian Natural Resources, Saudi Aramco
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Support brokers in presenting clients to the international market
Underwriting reports & presentations

Underwriting Reports & Presentations

Objective § To collect critical information about a client’s sites to provide a proper presentation of the risk 
to the Underwriter

Method

§ Coordinate with clients and market and lead surveys
§ Ensure underwriting engineers obtain a balanced view of risks
§ Obtain consensus on recommendations
§ Prepare objective underwriting objective reports to accurately represent client on optimum way
§ Ensure surveys and reports meet LMA general requirements
§ Regular dialogue with leading market underwriters and engineers
§ Our reports are widely accepted

Results § A smoother insurance placement process

Clients § LyondellBasell, MOL, ENI, Canadian Natural Resources, Saudi Aramco
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Pre event advisory & post event support
Risk advisory 

Risk advisory 

Objective § To identify risk reduction measures

Method

§ Our approach is to be pragmatic and risk based
§ High awareness that there needs to be a cost - benefit driver
§ Not just a tick box approach
§ We have three levels of recommendation:

− A serious flaw which could cause insurers a concern and may impact the insurance programme
− An opportunity to rectify a situation which is probably acceptable to insurers but is not in line 

with industry good practice
− An opportunity to improve an aspect to industry leading practice

Results § Identification of risk improvement opportunities aimed at achieving risk reduction and continuous 
improvement

Clients Chemanol, Pemex, Braskem, Saudi Aramco
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Pre event advisory services and post event support 
Claims

Claims

Objective § To evaluate critical information about a client’s claim

Method

Support in:
§ Identifying root causes
§ Determining applicability of cover
§ Developing basis of BI recovery
§ Developing alternative risk mitigations
§ Presenting overall case to loss adjusters
§ Securing subsequent renewal of program

Results § A smoother claims management process and subsequent renewal

Clients Halliburton, Tesoro, Citgo, Exelon 
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Case Studies

Client
§ Part owned down-stream subsidiary of an Asian  NOC

Situation
§ In 2014 the client suffered a >USD$100 million plus loss caused by a fire and 

explosion at their refining and petrochemical complex. Due to quantum of the loss and 
proximity to the clients 2014 Property & BI renewal, the client's parent’s overall 
corporate renewals could have been materially negatively affected.

Down-stream petrochemical 

Solution
§ The client engaged Aon to help mitigate expected negative impact on both their and their corporate parent’s  2014 renewals. Aon’s Global 

Risk Consulting Energy Risk Engineering team:
– Worked with the client’s local teams to identify root causes of event 
– Developed & implemented a best in class risk management and mitigation plan
– Convened a first ever pre-renewal meeting between the client’s process safety and insurance teams to develop a risk mitigation and 

management plan.
– Prepared and presented an underwriting submission to the insurance markets to articulate this plan

Result:
§ Cover renewed without exclusions or increased deductible and an acceptable increase in rate
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Case Studies

Client
§ JV between a large middle east NOC and a based petro-chemical multinational

Situation
§ The client is building the world's largest  a single phase chemical complex, with 28 integrated 

world-scale manufacturing plants that will produce more than three million tons of product 
annually

§ Standard market T & C clause not fitting for the transition from CAR to Operations for such a 
large project

Down-stream Petrochemicals

Solution
§ We worked with the client's project engineers and the insurance market engineers to develop and agree bespoke insurance policy 

wording, the conditions of which were effectively built into the commissioning procedure for each of the 28 plants on the complex. 
Activities included but not limited to:
– Multiple visits to the project team on site
– Multiple meetings with insurer engineers
– Supporting the client in presentations to insurers

Result:
§ Seamless transition from CAR to Operations for Sadara
§ Engineering driven rather than insurance clause driven outcome
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